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Federal Communication Commission
Interference Statement

FCC Part 15

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution

This equipment must be installed and operated in accordance with provided instructions
and a minimum 20 cm spacing must be provided between computer mounted antenna
and person’s body (excluding extremities of hands, wrist and feet) during wireless
modes of operation.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) this device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired
operation.

Any changes or modifications not expressly approved by the party responsible for
compliance could void the authority to operate equipment.

Federal Communication Commission (FCC) Radiation Exposure Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled
environment. In order to avoid the possibility of exceeding the FCC radio frequency
exposure limits, human proximity to the antenna shall not be less than 20cm (8 inches)
during normal operation.

The antenna(s) used for this transmitter must not be co-located or operating in
conjunction with any other antenna or transmitter.

The equipment version marketed in US is restricted to usage of the channels 1-11 only.
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Chapter 1 Introduction

Congratulations on your purchase of Airlink101 Wireless N 150 Router AR570W. This product is
ideal for home or SOHO users who need greater bandwidth and higher speed for various
networking applications, such as VolP phone, online gaming or online video/audio streaming.
Based on Wireless N technology, the data throughput is up to 3 times faster than Wireless G. It
is recommended to use with AirLink101® Wireless N or Wireless N 150 adapters to reach the
best performance.

A full range of security features such as WEP, WPA-PSK, and WPA2-PSK provide the highest
level of wireless network security. The web-based Setup Wizard allows you to set up the router
with an easy-to-use user interface. Best of all, Wireless N 150 Router works with IEEE 802.11
b/g/n network devices, which ensures compatibility with your existing network products.

1.1 Features

o Based on Wireless N technology, 3 times faster than 802.11g*

e Highest data rate of up to 150Mbps* when connected with Airlink101 Wireless N
adapters

Fully compatible with 802.11 b/g/n wireless devices

Stable wireless connection and high bandwidth enable you to enjoy the network
applications without any interruption

Advanced wireless security WPA2 and WPA to ensure the safety of your network.
NAT+SPI firewall provides fully protection for your wireless connection

Easy Setup Button for easy connection to existing wireless network

QoS (Quality of Service) designed for prioritizing various data traffic to allow
downloading files and playing movies, music, or online gaming at the same time

1.2 Package Contents

Before you start to use this router, please check if there’'s anything missing in the package, and
contact your dealer of purchase to claim for missing items:

Wireless N 150 Router
Quick Installation Guide
Setup CD

A/C power adapter
Ethernet Cable

1.3 Router Interface

Front Panel LEDs

6
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Light o
LED Status Description
POWER On Router is powered on.
On WPS setup is in progress.
WLAN Off Wireless network is switched off.
: Wireless network is ready and WPS setup is not in
Flashing
progress.
On WAN port is connected.
WAN .
LNK/ACT Off WAN port is not connected.
Flashing WAN port is transferring or receiving data.
On LAN port is connected.
LAN 1-4 .
LNK/ACT Off LAN port is not connected.
Flashing LAN port is transferring or receiving data.
Back Panel
]
—0
12vDC

= o[ L L

ON/OFF  Reset/WPS

Item Description

Name

Antenna | The antenna is 3dBi dipole antenna.

Radio . . . . .
ON/OEE Switch the button to activate or deactivate the Router’s wireless function.

7
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Reset the router to factory default settings (clear all settings) or start security

Reset / synchronization function (WPS). Press this button and hold for 10 seconds to

WPS restore all settings to factory defaults. Press this button for no longer than 1
second to start security synchronization.

1-4 Local Area Network (LAN) ports 1 to 4.

WAN Wide Area Network (WAN / Internet) port.

Power Power connector, connects to A/C power adapter.

8
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Chapter 2 Installing the Router

2.1 Using EZ Setup Wizard

Step 1 Insert the Setup CD into your CD-ROM drive.

Step 2 Click Next to start the configuration.

B A a & @ m B ®

Wireless | Wireless Firmware | Quick Guide | User Manual Exit Adobe Reader
Name Security Upgrade

Welcome to Airlink101 EZ Router Setup Wizard

This Setup Wizard will guide you through a few steps to configure your new Airlink101 Router.

You will finish the following steps with this wizard:

A) Connect the Router to your network.

B) Configure the Router’s Internet settings.

C) Save the settings and connect to the Internet.

D) Configure the Router’s wireless settings and security.

Router | ARS7T0W

9
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Step 3 Connect one end of a network cable to the WAN port of the router and connect the other
end to your DSL/Cable modem.

Connect the Modem to the Router

Connect one end of a network cable to the WAN port of the router and the other end
to the DSL/Cable modem.

WAN

\ Cable/DSL jack
L1110 |

Step 4 Connect one end of another network cable to the LAN port of the router and connect the
other end to your computer.

Connect the Router to the Computer

Connect one end of the provided network cable to one of the LAN ports (1~4) of the
router and the other end to your computer.

Computer

Router

10
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Step 5 Power on the Router. It will take about 30 seconds.

Power on the Router

Plug the included power adapter to the router and connect it to an cutlet or
power strip.

Elecirical Outlet | |3

Router

Step 6 Make sure POWER, WAN, WLAN, and the LAN port that the computer is connected to
are lit. If not, try the above steps again.

A) ° ° ° ° ° ° ®  Wireless 150 Router
|RL|N‘r3; POWER WLAN  WAN 1 4 AR570W

N
w

Step 7 Enter the Router’s password to log in to the Router. The default password is “admin”. It
is recommended to change the router’s password to protect it from being accessed by other
users. If you do not wish to change the current password, you can leave New Password and
Confirm New Password blank. Click Next.

Log in to the Router

Enter the current password (default: admin) to log in to the router, Please change the login
password to avoid unauthorized access to your wireless router. If you forget the router's password,
you can reset it by pressing and holding the reset button on the router for 10 seconds

Current Password: [Ebglil

New Password:

Confirm New Password:

11
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Step 8 Verify the Internet Connection Type the wizard detected. If it is not correct, please
configure it manually. Click Next.

Configure Internet Connection Type

The wizard has detected the Internet connection type you use as below. Please configure it manually
if it is not correct. You can contact your Intemet Service Provider for this information.

o Dynamic IP Your ISP automatically assigns you an P address. most cable modem users
use this type.

& PPPoE Your ISP requires you to provide the user name and password for your
Internet Connection.

Static IP Your ISP provideds you a set of IP addresses for your Internet connection.
PPTP PPTP Client.
L2TP L2TP Client.

Telstra Big Pond Telstra Big Pond Internet service in Australia

Note: If you are not sure which Internet Connection Type you use, please contact your Internet
Service Provider for this information.

Step 9 Enter the settings for your Internet Connection Type.
Dynamic IP (Cable Modem users)

Click on Clone to clone the MAC address of your PC to the modem then click Next.

Configure Dynamic IP Settings

Most cable modem users use this connection type. To set up this connection, please make sure the
computer connected to the Airlink101 Router was originally connected to the broadband modem.
Please enter the Host Name if it is required by your Internet Service Provider, Click on “Clone”
button to clone your computer's MAC address to the router.

e W cione)

PPPoOE (DSL users)

Enter the user name and password provided by your ISP then click Next.

12
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Configure PPPoE xDSL Settings

Please enter the user name and password provided by your Internet Service Provider

User Name: _ (Example: username@sbcglobal.net)

Service Name (Optiona.

Step 10 Please wait while the Wizard trying to connect to the Internet. If you see the window
“Internet Connection Succeed”, your router has been successfully connected to the Internet.
Please click Next to configure the wireless settings.

Internet Connection Succeed

Congratulations! Your router has been successfully configured and connected to the Internet.

Click Next to continue configuring the wireless settings.

13
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Step 11 Configure a name for your wireless network. Click Next.

Configure Wireless Name for Your Router

Configure a name (S51D) for your wireless network so you can always recognize your wireless
network with it. The default SSID is “airlink101"

Wireless Name (SSID): ENlsl!

(Example: myHome, john123,)

Step 12 Configure the security key for your wireless network. Check Enable WPA Pre-Share
Key. Enter 8 to 63 characters into WPA-Pre-Share Key. Click Next.

Configure Wireless Security

It is very important to set up wireless security to protect your network safety and privacy. Hackers and
malicious users can easily access your valuable data if your wireless network lacks security protection
WPA Pre-shared Key is the most secured encryption for general users. Please enable the WPA Pre-Share
Key and enter a 8 to 63 characters (alphanumeric, case sensitive) key to the WPA Pre-Share Key below.

@ Enable WPA Pre-Share Key

wea pre-snare key: |

(Mote: This is the security key for your wireless network.)

14
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Step 13 Verify the settings you just configured for the Router. Click Finish to restart the Router.

Configuration Complete

This is the summary of your Airlink101 router’s configuration:

Internet Connection Type: Dynamic IP

Wireless Name (SSID): airlink101

Wireless Security: WPA / WPA2 Pre-Shared Key

Security Key: abcd1234

Click Finish to save your current settings and reboot the router. After the router reboot, you can

connect your wireless computers or other devices to the Airlink101 router with the wireless
name and security key you have configured.

Congratulations! Your router configuration has been finished.

15
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2.2 Connecting to the Router Wirelessly

You must configure your wireless computer in order to establish a wireless connection to the
router. In this section, you can find the instructions of how to connect to the router wirelessly
with your Vista computer. You can also refer to the manual of your wireless network card
regarding how to connect to a router wirelessly.

Step 1 Click on this icon on the task bar of your desktop, then click on Wireless networks
are available.

Mot Connected

‘l Wireless networks are available.
_' i

Connect to a network
Metwork and Sharing Center

HWT 8 ¢ 1050 AM

Step 2 Select the wireless network you want to connect to and click Connect.

=N EoR~>
(\:) @ Connect to a network
Select a network to connect to
Show |4l -
=", - B
_&_; aitlink101 Security-enabled network !!!!‘J
Setup a connection or network
Open Mebwork and Sharing Center
Connect Cancel

16
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Step 3 Enter the Security key you configured for the Router (see Step 12 in Chapter 2.1). Click
Connect.

== =

@ T§_F| Connect to a network

Type the network security key or passphrase for airlink101

The person who setup the netwark can give you the key or passphrase,

Security key or passphrase:

LLLLLLL L L]
[C] Display characters
i If wou have 3 USE flash drive with netwaork settings for airlink101, insert it now,
[ Connect ] [ Cancel l

Step 4 Click on Close. Now the wireless connection has been established successfully with the
Router.

i o] & ]
@ @ Connect to a network

Successfully connected to airlink101

Start this connection automatically

Close

You should be able to connect to Internet wirelessly now.

17
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Chapter 3 Using Web Configuration

Utility

The Web Configuration Utility contains advanced features that allow you to configure the router
to meet your network’s needs such as: Access Control, QoS (Quality of Service), Port
Forwarding (Virtual Server) and other functions. If you have already gone through the EZ Setup
Wizard, you do NOT need to configure any other thing here for you to start using the Internet.
Below is a general description of the advanced functions available for this router.

Menu

Description

3.0 Setup Wizard

3.1 Network

3.2 Wireless

3.3 Application & Gaming

3.4 Access Restrictions

3.5 Security

3.6 Administration

3.7 Status

This quick setup wizard can guide you through the basic settings
of this Router.

This section allows you to configure the Internet Connection
settings with your ISP, the settings of your local area network
(LAN), such as enable/disable the DHCP server, Dynamic DNS
information, and NAT function.

This section allows you to setup the Router’s SSID, security key,
WPS, etc.

This section allows you to configure router’s setting for your
special applications or gaming requirements, such as open certain
ports for your applications.

This section allows you to set up the access control rules, such as
MAC filtering, URL filtering to prevent the LAN users from
accessing certain type of website.

This Firewall section allows you to configure Hacker Prevention
and VPN pass through.

The section allows you to specify a time zone, change the system
password, save/reload the router configuration, upgrade firmware
and so on.

You can see Router’s status in this section.

In order to configure more advanced features for your router, you need to first log in to the Web
Configuration Utility. Please follow the steps below.

Step 1 Go to the computer that is connected to the router with an Ethernet cable, open the web
browser (i.e. Internet Explorer or Mozilla Firefox) and type 192.168.2.1 or the IP address you
assigned to this router in the URL address bar and press Enter.

18
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ol Tools Help

W () [192.168.2.1
Home

Step 2 Enter your user name and password and click OK. (The default user name and
password are both “admin”.)

BRI

l The server 192.163.2. 1 at Default: adminfadmin requires a |
username and password.

Warning: This server is reguesting that your username and
password be sent in an insecure manner (basic authentication
without a secure connection]).

Lser name: £ admin -
Password: T
|
[ remember my password
|
| ok || canca |

Step 3 When you see this page coming up, you have successfully logged in to the router. You
can now access the complete features/settings of the router.

(Tog0u )

Wireless 150 Broadband Router
ARS70W

Setup Wizard Internet Connection
Network
Wireless

View the current internet connection status and related information.

Application & Gaming

WAN Status

Access Restriction
Security
Administration

WAL ST Dynamic [P connect

12 160157
0216011
00:1F:AF:1F:83:49

Status

19
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3.0 Setup Wizard

Click on Setup Wizard and start the basic configuration for this router. If you have gone through
the EZ Setup Wizard on the provided CD, you do not need to set up the router again.

[LogOut |
Wireless 150 Broadband Router

Internet Connection
Network
Wireless

View the current internet connection status and related information.

Application & Gaming
Access Restriction WAN Status

: LAURS TGS Dynamic [P connect

securlty

- : GG 192.168.1.97
Administration

BN EELEH 255.255.255.0
Status
[ETIREETEUE I 192.168.1.1
MAC Address : [R0[Usil | |3 KRt}

ROIERTEN RN 192.168.1.1
LEIE O LEL IV TR 206.13.28.12

Step 1 Configure the Time Zone Settings of the Router. You can click on Copy Time from PC.
Enable Daylight Saving if it is applicable in your country. Click NEXT.

AfRLIN‘Ia; Wireless 150 Broadband

¢ 1. Time Zone
2. WAN Type
3. IP Address Info

Time

Set the time zone of the Wireless Router. This information is used for log entries and firewall settings.

[ Cumontimo: [E T TR I
I Copy Time from PC I
Enable NTP Update

Time Zone : | (GMT—US:U[]}Paciﬁc Time (US & Canada); ﬁjuana .

4. Wireless Settings

5. Security Settings

The Time Zone allows your router to base its time on the settings configured here, this will affect
functions such as Log entries and Firewall settings.

Parameter Description

Current Time Display the router’s current time. You can manually configure it
or Click on Copy Time from PC.

Enable NTP Update Check to enable time auto-synchronization through Internet.
Time Zone You can select your local time zone here. The router will sync
time according to your time zone selection.
20
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Time Server Address

Daylight Savings

Input the IP address / host name of time server here

If the country you live uses daylight saving, please check the
Enable box and choose the duration of daylight saving.

Step 2 Select WAN type by which Internet service you are using.

Dynamic IP (for Cable or some DSL users)

Click on Dynamic IP if you are connecting to Internet through a cable modem. When the
Dynamic IP settings appear below, click Clone MAC and click NEXT.

A?RLIN‘IS ;

+ 1. Time Zone

+ 2. WAN Type
3. IP Address Info
4. Wireless Settings
5. Security Settings

WAN

[Tog0u ]

Wireless 150 Broadband Route

The Wireless Router can connect to your Intemet Service Provider with the following methods.

Dynamic IP

o ¢ O 0o o|e

Static IP

PPPoE

PPTP

L2TP

Telstra Big Pond

Obtains an IP Address automatically from your Service Provider.

Uses a Static IP Address. Your Senice Provider gives a Static IP Address to access
Internet services.

PPP over Ethemet is a common connection method used in xDSL connections.

Point-to-Point Tunneling Protocol is a common connection method used in xDSL
connections.

Layer Two Tunneling Protocol is a common connection method used in xDSL connections.

Telstra Big Pond is a Intemet semvice is provided in Australia.

T o
T YT 00:00:00:00:00:00 I cionemac ||

e e ]

Parameter

Description

Host Name

MAC Address

DNS Address

Please input the host name of your router; this is optional and
only required if your service provider asks you to do so.

Please input MAC address of your computer here; if your service
provider only permits computer with certain MAC address to
access internet. If you are using the computer which used to
connect to Internet via cable modem, you can simply press
“Clone Mac address” button to fill the MAC address field with the
MAC address of your computer.

Select the type of how you obtain IP address from your service
provider here. You can choose “Obtain an IP address
automatically”, or “Use the following IP address” (i.e. static IP
address).

21

Download from Www.Somanuals.com. All Manuals Search And Download.



Primary DNS Please input the IP address of DNS server provided by your
service provider.

Secondary DNS Please input the IP address of another DNS server provided by
your service provider, this is optional.

PPPoE (for DSL users)

For DSL users, your Internet type is either Dynamic IP or PPPoE. If you are not sure which one
you have, it is suggested to select PPPoE for your WAN type, and if you cannot connect to the
Internet after the Setup Wizard finished, go through the Setup Wizard again and select
Dynamic IP. Otherwise, you can call your ISP to confirm which Internet type you have.

Click on PPPoE for your WAN type. Enter your user name and password provided by your ISP.
Click NEXT.

A%RLIN‘IS ;

« 1. Time Zone
« 2. WAN Type WAN
3. IP Address Info

The Wireless Router can connect to your Internet Senice Provider with the following methods.
4. Wireless Settings

3. Security Settings ) Dynamic IP Obtains an IP Address automatically from your Service Provider.
" Uses a Static IP Address. Your Service Provider gives a Static IP Address to access Intemnet
) Static IP
SEVIiCes.
i*i PPPoE PPP over Ethemet is a common connection method used in xDSL connections.
O  PPTP Point-to-Point Tunneling Protocol is a common connection method used in xDSL connections.
O L2TP Layer Two Tunneling Protocol is a commaon connection method used in xDSL connections.
() Telstra Big Pond Telstra Big Pond is a Internet senvice is provided in Australia.

in an IP address automatically

DNS address :

I T ;| zcoiueeiiod
Connect Disconnect
e Time ou [[CETTNE

0.0.0.0
0.0.00

EE
2
£
g
g
=]
T
g
7

[ Back | nmed |

Note: Depending on the ISP, you may need to include the domain name with your username.

Example: username@sbcglobal.net

Parameter Description

User Name Please input user name assigned by your Internet service
provider here.
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Password Please input the password assigned by your Internet service
provider here.

DNS Address Select the type of how you obtain IP address from your service
provider here. You can choose “Obtain an IP address
automatically”, or “Use the following IP address” (i.e. static IP
address).

Primary DNS Please input the IP address of DNS server provided by your
service provider.

Secondary DNS Please input the IP address of another DNS server provided by
your service provider, this is optional.

Service Name Please give a hame to this Internet service (this is optional).

MTU Please input the MTU value of your network connection here. If
you don't know, you can use default value.

Connection Type Please select the connection type you wish to use. There are 3
options:

1) ‘Continuous’ - keep internet connection alive, do not
disconnect,

2) “Connect on Demand” - only connects to Internet when there’s
a connect attempt.

3) ‘Manual’ - only connects to Internet when ‘Connect’ button on
this page is pressed, and disconnects when ‘Disconnect button
is pressed.

Idle Time Out Specify the time to shutdown internet connect after no internet
activity is detected by minute. This option is only available when
connection type is ‘Connect on Demand'.

Static IP

Click on Static IP if your ISP (Internet Service Provider) has provided you a set of IP addresses
for your Internet connection.

Enter the IP address, Subnet Mask, DNS addresses and Default Gateway provided by your ISP.
Note: You must use the addresses provided by your Internet service provider, wrong setting
value will cause connection problem.

IP Address : JLERINY]
TG A ER e (0.0.0.0
DNS1 address : J{(/E/K0]
DNS2 address : J{URVRVNY
Default Gateway : J{URRYNY

BackK || mExT ]
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PPTP

PPTP requires two kinds of setting: WAN interface setting (setup IP address) and PPTP setting
(PPTP user name and password).

Here we start from WAN interface setting:

* WAN Interface Settings
& Obtain an IP Address Automatically

ARETOW

L P G R (00-00-00-00-00-00 Clane MAC

) Use The Following IP Address
IP Address :

Subnet Mask :

Default Gateway :

& Obtain an IP address automatically
O Use the following IP address

DNS51 address :
DNS2 address :

Select the type of how you obtain IP address from your service provider here. You can choose
“Obtain an IP address automatically, or “Use the following IP address” (i.e. static IP address) for
IP and DNS address. WAN interface settings must be correctly set, or the Internet connection
will fail even those settings of PPTP settings are correct. Please contact your Internet service
provider if you don’t know what you should fill in these fields.

Now please go to PPTP settings section:

Password :
PPTP Gateway : IR0
Connection 1D :

MTU

BEZEQ-1SRAEL :

(Optional)
1392 (612==MTU==1492)
[1Enable (For BEZEQ network in ISRAEL use only)

(T L ETE T AT E | Continuous M

.
n
e
—
e
W
o
=
]
=]
[l

Idle Time Qut : (1-1000 Minute)
BAacK || wExT ]
Parameter Description
User Name Please input user name assigned by your Internet service
provider here.
Password Please input the password assigned by your Internet service
provider here.
PPTP Gateway Please input the IP address of PPTP gateway assigned by your

Internet service provider here.
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Connection ID Please input the connection ID here, this is optional and
you can leave it blank.

MTU Please input the MTU value of your network connection here. If
you don’t know, you can use default value.

BEZEQ-ISRAEL Setting item BEZEQ-ISRAEL is only required to check if you're
using the service provided by BEZEQ network in Israel.

Connection Type Please select the connection type of Internet connection you
wish to use, please refer to last section for detailed descriptions.

Idle Time Out Please input the idle time out of Internet connection you wish to
use, and refer to last section for detailed descriptions.

When you finish with all settings, please click NEXT.

L2TP

L2TP is another connection method for Internet. All required settings are same as PPTP
connection. Like PPTP, there are two types of required settings. Start from “WAN Interface
Settings”:

* WAN Interface Settings
& Obtain an IP Address Automatically

ARETOW

L P G R (00-00-00-00-00-00 Clane MAC

) Use The Following IP Address
IP Address :

Subnet Mask :
Default Gateway :

& Obtain an IP address automatically
) Use the following IP address

DN51 address :
DN52 address :

Select the type of how you obtain IP address from your service provider here. You can choose
“Obtain an IP address automatically, or “Use the following IP address” (i.e. static IP address) for
IP and DNS address. WAN interface settings must be correctly set, or the Internet connection
will fail even those settings of L2TP settings are correct. Please contact your Internet service
provider if you don’'t know what you should fill in these fields.

Now please go to L2TP settings section:
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® | ITP Settings

Password :
L2TP Gateway :
MTU : i (612<=MTU==1492)

G e BT Continuous - Connect Disconnect
Idle Time Out : [\ {1-1000 Minute)
Back__J|[_ned ||
Parameter Description
User Name Please input user name assigned by your Internet service
provider here.
Password Please input the password assigned by your Internet service
provider here.
L2TP Gateway Please input the IP address of L2TP gateway

assigned by your Internet service provider here.

MTU Please input the MTU value of your network connection here. If
you don’t know, you can use default value.

Connection Type Please select the connection type of Internet connection you
wish to use, please refer to last section for detailed descriptions.

Idle Time Out Please input the idle time out of Internet connection you wish to
use, and refer to last section for detailed descriptions.

When you finish with all settings, please click NEXT.

Telstra Big Pond

This setting only works when you are using Telstra Big Pond’s network service in Australia. You
need to input:

Password :

[C] Assign login server manually
Server IP Address : JIKIKIRY

BACK MEXT
Parameter Description
User Name Please input user name assigned by Telstra.
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Password Please input the password assigned by Telstra.
Assign login server manually Check this box to choose login server by yourself.

Server IP Address Please input the IP address of login server here.

When you finish with all settings, please click NEXT.

Step 3 Keep the default LAN IP and DHCP server settings or modify as needed. Click NEXT.

[Logout]
Wireless 150 Broadband Router

AR570W
« 1. Time Zone
« 2. \WAN Type
« 3. IP Address Info

S

“ou can enable the Wireless Router's DHCP server to dynamically allocate |P Addresses to your LAN client PCs. The Wireless

® 4. Wireless Settings Router must have an IP Address in the Local Area Netwark.

® 55 ity Setti
ecurity Settings o LAN IP

IP Address : .

—
w
Mo
.
[=2]
e
[
o

Subnet Mask : [jyddgvidapiin]

802.1d Spanning Tree :
DHCP Server : [[SiE

Forever hd
192.165.2.100
92.165.2.200

Lease Time :

DHCP Client Start IP :

DHCP Client End IP :

L ]
=]
==y
&
o
&
2

Domain Name :

BACK NEXT

Step 4 Keep the default SSID (wireless network name) or change it to a desired name, so you
can always recognize your wireless network with it. Click NEXT.

(Cogou]

Wireless 150 Broadband Router
AR570W

« 1. Time Zone
« 2.\WAN Type Basic Settings
£

+# 3. 1P Address Info This page allows you to configure the Band, SSID (Wireless MNetwork Name), and Channel settings of your wireless connection.

+ 4. Wireless Settings
EENE | 24 GHz (B+G+N) [w]

|airlink101 ||

® 5. Security Settings

Channel Number : JRRNES

Associated Clients : Show Active Clients

[BACK][NEXT"

Parameter Description

Band Please select the radio band from one of the following options.
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SSID

Channel Number

Associated Clients

2.4GHz (B): 2.4GHz band, only allows 802.11b wireless network client
to connect to this router (maximum transfer rate 11Mbps).

2.4 GHz (N): 2.4GHz band, only allows 802.11n wireless network client
to connect to this router (maximum transfer rate 150Mbps).

2.4 GHz (B+G):2.4GHz band, only allows 802.11b and 802.11g wireless
network client to connect to this router (maximum transfer rate 11Mbps
for 802.11b clients, and maximum 54Mbps for 802.11g clients).

2.4 GHz (G): 2.4GHz band, only allows 802.11g wireless network client
to connect to this router (maximum transfer rate 54Mbps).

2.4 GHz (B+G+N): 2.4GHz band, allows 802.11b, 802.11g, and 802.11n
wireless network client to connect this router (maximum transfer rate
11Mbps for 802.11b clients, maximum 54Mbps for 802.11g clients, and
maximum 150Mbps for 802.11n clients).

This is the name of the wireless network. You can type any
alphanumerical characters here, maximum 32 characters. SSID is used
to identify your own wireless router from others when there are multiple
wireless routers in the same area. The default SSID is ‘airlink101’; it's
recommended to change it to a name that you can identify, such as
myhome, office_room1, etc.

Select a channel from the dropdown list of ‘Channel Number’ for
broadcasting. You can choose any channel number you want to use, and
almost all wireless clients can locate the channel you're using
automatically without any problem. However, it’s still useful to remember
the channel number you use, some wireless client supports manual
channel number selecting, and this would help in certain scenario when
there is some radio communication problem.

Click “Show Active Clients” button, then an “Active Wireless Client Table”
will pop up. You can see the status of all active wireless stations that are
connecting to the access point.

Step 5 Set up Wireless Security for your router.

AfRLn% ;

je e BN Sie S

Encryption

This page allows you to set up the wireless security. Configuring encryption for your wireless router can prevent any
unauthorized access to your wireless network.

Disable

[J Enable 802.1x Authentication WEP

WPA pre-shared key BACK ] I OK
WPA RADIUS

WPAZ2(Mixed) is the most secured encryption mode for general users. WEP is the most
common encryption but the least secured. It is recommended to use WPA2(Mixed) for your
wireless security if all wireless devices on your network support WPA-PSK or WPA2-PSK.
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WPA2(Mixed)

Select WPA pre-shared key for Encryption.

[ LogOut |
AIRLI% 1 Wireless 150 Broadband Router

ARSTOW

4 1. Time Zone

¢ 2. WAN Type Encryption

4 3. IP Address Info This page allows you to set up the wireless security. Configuring encryption for your wireless router can prevent any
¢ 4. Wireless Settings unauthorized access to your wireless network.

SVWPA pre-shared keyiv|
el v

[ Enable 802.1x Authentication

/5. Security Settings

ras—— I |

Enter the settings below:

o WPA Unicast Cipher Suite: Select WPA2(Mixed)

o Pre-Shared Key Format: Select Passphrase

e Pre-shared Key: Enter a key between 8 to 63 characters (alphanumeric, case sensitive).
This is the security key for your wireless network

Click OK to save the settings.

Note: It is suggested to write down the security settings (Encryption and Key) you
configured for the Router on a piece of paper and keep it for you to add more wireless
device to your network in the future.

Step 6 Click Apply to restart the router.

[ LogOut |
AIRLIN‘% 1 Wireless 150 Broadband Router

ARS70W

« 1. Time Zone
« 2. WAN Type Save settings successfully!

3. 1P Address Info Please press APPLY button to restart the system to make the changes take effect.

« 4. Wireless Settings

« 5. Security Settings APPLY

Step 7 Click OK, you will go back to the Status page with valid IP address assigned by you ISP
(or configured by yourself if you use Static IP) in WAN Status section.
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[Logou]

Wireless 150 Broadband Router
AR570W

1. Time Zone

¢ 2. WAN Type System restarting, please wait...

3. IP Address Info

4. Wireless Settings

{ 5. Security Settings

If each field has valid numbers or IP addresses being assigned, the router is connected to the
Internet.

A%RLIN‘IS ; -

Wireless 150 Broadband Router
AR570W

Setup Wizard Internet Connection
Network
Wireless

View the current internet connection status and related information.

Application & Gaming
Access Restriction WAN Status

Security waN Protocol [
P Adceess  RE L
Subnet sk e

Administration
Status

BN
T wcsue LR
T e A
o LT
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3.1 Network

3.1.1 WAN

Use the WAN setting page to change your Internet connection type. The WAN setting page
allows you to configure the Internet connection type of your ISP. The WAN settings offer the

following selections for the router’'s WAN port, Dynamic IP, Static IP, PPPoE, PPTP, L2TP and
Telstra Big Pond. Please choose one type and complete the detail settings below.

[ Log Out |
AIRLIN‘IS 1 Wireless 150 Broadband Router

ARS570W

Setup Wizard WAN

The Wireless Router can connect to your Internet Service Provider with the following methods.
WAN (Internet)

LAN

@® Dynamic IP Obtains an IP Address automatically from your Service Provider.
NAT
= . Uses a Static IP Address. Your Senice Provider gives a Static IP Address to access
DDNS O Static IP .
Internet senices.
Wireless
O PPPoE PPP over Ethernet is a common connection method used in xDSL connections.
Application & Gaming
- PPTP Point-to-Point Tunneling Protocol is @ common connection method used in xDSL
Access Restriction O connections.
Securi Layer Two Tunneling Protocol is a commaon connection method used in xDSL
O L2TP v 4
- . connections.
Administration
(3 Telstra Big Pond Telstra Big Pond is a Internet service is provided in Australia.

Status

T |
|00:00:00:00:00:00 |[ clone mac |

ke ©Obtain an [P address automatically
C Use the following IP address

DNS1 address : [JIESREY

DNS2 address : [JIESREN

[ appLy | [ cAnceL |

Please see Step 2 in the previous chapter, 3.0 Setup Wizard for the detailed description of
each WAN type.

3.1.2 LAN

This page allows you to specify an IP address for your router, configure the DHCP Server and
Static DHCP Lease Table.
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AfRLug‘ls ;

Setup Wizard LAN
Network You can enable the Wireless Router's DHCP server to dynamically allocate IP Addresses to your LAN client PCs.
WAN (Internet) The Wireless Router must have an IP Address in the Local Area Network.
* LANIP
Al IP Add 192.168.2.1
ress : 168.2.
DDNS
. 2552552550
Wireless
802.1d Spanning Tree :
Application & Gamin
PP g DHCP Server :
Access Restriction
Security
Administration Lease Time :
DHCP Client Start IP : Jikrasla il
Status =T
DHCP Client End IP : Jiktral:ieleal)
Domain Name : l:l

[ appLY | [ cANCEL

® Static DHCP Lease Table

It allows 16 entries only.

MAC Address IP Address | select |

Delete Delete All

[JEnable Static DHCP Leases

MAC Address IP Address

i J(_cear ]
» LAN IP section
Parameters Default Description
IP address 192.168.2.1 This is the router’s LAN IP address (Your LAN clients’
default gateway IP address).
Subnet Mask 255.255.255.0 Specify a Subnet Mask for your LAN segment.
802.1d Spanning Tree Disable If you wish to activate 802.1d spanning tree function,

select “Enabled”, or set it to “Disabled”

If 802.1d Spanning Tree function is enabled, this router
will use the spanning tree protocol to prevent from
network loop happened in the LAN ports.

DHCP Server Enable By enablting the DHCP server, the router will
automatically give your LAN clients an IP address. If the
DHCP server is not enabled then you'll have to manually
set your LAN client’s IP addresses; make sure the LAN
Client is in the same subnet as this broadband router if
you want the router to be your LAN client’s default
gateway.
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> DHCP Server section

Parameters Description

Lease Time Please choose a lease time (the duration that every
computer can keep a specific IP address) of every IP
address assigned by this router from dropdown menu.

DHCP Client Start IP Please input the start IP address of the IP range.
DHCP Client End IP Please input the end IP address of the IP range.
Domain Name If you wish, you can also optionally input the domain

name for your network. This is optional.

> Static DHCP Lease Table section

This function allows you to assign a static IP address to a specific computer forever, so you
don’t have to manually set the IP address for a computer, and still enjoy the benefit of using
DHCP server. Maximum 16 static IP addresses can be assigned here. (If you set “Lease Time”
to forever in DHCP Server section, you can assign an IP address to a specific computer
permanently).

Enable Static DHCP Leases

MAC Address IP Address

| Add || Clear |

Parameters Description

Enable Static DHCP Leases Check this box to enable this function, otherwise DHCP
uncheck it to disable this function.

MAC Address Input the MAC address of the computer or network
device (total 12 characters, with character from 0 to 9,
and from a to f, like “00:11:22:aa:bb:cc”)

IP address Input the IP address you want to assign to this computer
or network device

Add After you entered MAC address and IP address pair,
click this button to add the pair to static DHCP leases
table.

After you clicked “Add”, the MAC address and IP address mapping will be added to “Static
DHCP Lease Table” section.
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® Static DHCP Lease Table
It allows 16 entries only.

m MAC Address IP Address

1 00:e0:4c:71:00:01 192.168.2.110 ]

| Delete | | DeleteAl |

If you want to delete a specific item, please check the “Select” box of a MAC address and IP
address mapping, then click “Delete” button. If you want to delete all mappings, click “Delete
All”.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

A{RLIN.IS : @

Save settings successfully!

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect

[ conmnue | [ ApPLY ]

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.1.3 NAT / Static Routing

Network address translations (NAT) shares a single public IP address to multiple computers. All
computers must be assigned a valid public IP address to be able to get connected to Internet,
but Internet service providers provide very few public IP addresses to each user based on
service plans, usually 1 for each household. Therefore, it's necessary to use NAT technology to
share a single Internet IP address to multiple computers on a same local network, so everyone
can get connected to Internet.

The NAT function is enabled by default; to disable it, you need to enable Static Routing by
checking the “Enable Static Routing” box. Do not disable NAT unless you have professional
knowledge on routing.

Please follow the following instructions to set Static Routing parameters:
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[Cog0u]

Wireless 150 Broadband Route

Setup Wizard Static Routing
Network You can enable Static Routing to turn off MAT function of this router and let this router forward packets by your routing
WAN (Internet) policy.
LAN
[JEnable Static Routing
SUSIESS | || [ | [ ]| |
Application & Gaming [ Add | [ Reset |
Access Restriction
Security Current Static Routing Table
Status Delete Delete All
[ appy | [ canceL |
Parameter Description
Enable Static Routing Check/uncheck to disable/enable the NAT function.
Destination LAN IP Enter the IP Address of the destination LAN.
Subnet Mask Enter the Subnet Mask of the destination LAN.
Default Gateway This is the gateway IP Address where packets are sent. Input
the gateway IP Address.
Hop Count Enter the maximum number of steps between network nodes

that data packets will travel. A node is any device on the
network, such as a computer, print server, or router.

Interface This interface tells you whether the Destination IP Address is on
the LAN & Wireless (Ethernet and wireless networks) or the
WAN (Internet).

Add Click on Add to add the routing rule to Router’s routing table.

Reset You can also click ‘Reset’ button to clear all data you entered.

From the Current Static Routing Table, you can check each Static Routing setting.

Parameter Description

Delete If you want to delete a setting, check the ‘select’ box of the
setting you want to delete, then click ‘Delete’ button. (You can
select more than one setting).

Delete All If you want to delete all settings listed here, please click ‘Delete
All’ button.
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Reset

You can also click ‘Reset’ button unselect all.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

Setup Wizard
Network
N (Internet)

DDNS
Wireless

[ LogOut |
Wireless 150 Broadband Router

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

(_conTnue | [ appLy |

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.1.4 DDNS

DDNS allows you to map the static domain name to a dynamic IP address. You must get an
account, password and a static domain name from a DDNS service provider. This router
supports DynDNS (www.dyndns.org), and TZO (www.tzo.com).

AfRLng‘ls ;

ARSTOW

Setup Wizard
Network

WAN (Internet)
LAN

NAT

DDNS

Wireless

Application & Gaming

Access Restriction
Security
Administration
Status

[ Log Out]
Wireless 150 Broadband Router

DDNS

DDNS (DynamicDNS) allows users to map the static domain name to a dynamic IP address. You must get a
account, password and your static domain name from the DDNS senvice providers. Our products have DDNS support
for www.dyndns.org and www.tzo.com now.

LEVIIIEE (=] Enable O Disable

[ omintane | |
 heom] |
i ] |

[ appLy || cANCEL

Parameters

Default Description

Dynamic DNS

Disable Enable/Disable the DDNS function of this router.
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Provider Select a DDNS service provider.

Domain name Your static domain name that use DDNS.

Account The account/username that your DDNS service provider
assigned to you.

Password/Key The password you set for the DDNS service account
above.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

[iegon )|
Wireless 150 Broadband Router

Setup Wizard Save settings successfully!

Network You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

WAN (Internet)
AN CONTINUE | [ APPLY |

T

DDNS
Wireless

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).
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3.2 Wireless
3.2.1 Basic Settings

You can set parameters that are used for wireless clients to connect to this router. The
parameters include SSID, Channel Number, etc.

 Log Out |
AIRLIN‘IS 1 Wireless 150 Broadband Route

Setup Wizard Basic Settings
Network

This page allows you to configure the Band, SSID (Wireless Metwork Mame), and Channel settings of your wireless
connection.

Encryption =
MAC Contro I TR i o1 |
Advanced Settings Channel Number :

Application & Gaming

o [ appLy || cANCEL

Access Restriction

Security

Administration

Status

Parameters Default Description
Band 2.4 GHz (B+G+N) Please select the radio band from one of the following

options.

2.4GHz(B): 2.4GHz band, only allows 802.11b wireless
network client to connect this router (maximum transfer
rate 11Mbps*).

2.4 GHz (N): 2.4GHz band, only allows 802.11n wireless
network client to connect this router (maximum transfer
rate 150Mbps*).

2.4 GHz (B+G):2.4GHz band, only allows 802.11b and
802.11g wireless network client to connect this router
(maximum transfer rate 11Mbps for 802.11b clients, and
maximum 54Mbps for 802.11g clients*).

2.4 GHz (G): 2.4GHz band, only allows 802.11g wireless
network client to connect this router (maximum transfer
rate 54Mbps*).

2.4 GHz (B+G+N): 2.4GHz band, allows 802.11b,
802.11g, and 802.11n wireless network client to connect
this router (maximum transfer rate 11Mbps for 802.11b
clients, maximum 54Mbps for 802.11g clients, and
maximum 150Mbps for 802.11n clients?*).
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SSID airlink101 This is the name of your wireless network. You can type
any alphanumerical characters here, maximum 32
characters. SSID is used to identify your own wireless
router from others when there are other wireless routers
in the same area. It's recommended to change default
SSID value to the one which is meaningful to you, like
myhome, office_room1, etc.

Channel Number 6 Please select a channel from the dropdown list of
‘Channel Number’ for broadcasting. You can choose any
channel number you want to use, and almost all wireless
clients can locate the channel you're using automatically
without any problem. However, it’s still useful to
remember the channel number you use, some wireless
client supports manual channel number select, and this
would help in certain scenario when there is some radio
communication problem.

Show Active Clients Click “Show Active Clients” button, then an “Active
Wireless Client Table” will pop up. You can see the
status of all active wireless clients that are connecting to
the Router.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

AfRLlh% :

Save settings successfully!

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect

[ conmmue | [ ApPLY ]

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.2.2 Wireless Security

The AR570W Wireless 150 Router provides complete wireless LAN security functions,
including WEP, IEEE 802.11x, WPA2/WPA-PSK and WPA with RADIUS. With these
security functions, you can prevent your wireless LAN from illegal access. Please make
sure your wireless clients use the same security settings.
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[Log0u ]

Wireless 150 Broadband Router
AR570W

Setup Wizard Encryption

Network This page allows you to set up the wireless security. Configuring encryption for your wireless router can prevent any
Wireless unauthorized access to your wireless network.

Basic Settings ;
i Encryption :
Encryption i ‘

[J Enable 802.1x Authentication

MAC Control WEP
Advanced Settings wgi Ef;ltgm key [_appy [ canceL
WPS
Application & Gaming
Access Restriction
Security
Administration
Status
Parameters Default Description
Encryption You can choose Disable, WEP, WPA pre-share key,

WPA RADIUS for encryption mode. The detailed
settings will appear after you choose an encryption.
See 3.2.2.1to 3.2.2.3 for each encryption type.

Enable 802.1x Authentication IEEE 802.1x is an authentication protocol. Every user
must use a valid account to login to this Access Point
before accessing the wireless LAN. The authentication is
processed by a RADIUS server. Check this box to
authenticates user by IEEE 802.1x.

After you finish with all security settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

[ LogOut |
Wireless 150 Broadband Router
ARS70W

Setup Wizard Save settings successfully!
Network
WAN (Internet)

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

(_conTnue | [ appLy |

DDNS
Wireless

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).
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3.2.2.1 WEP

Select “WEP” for the “Encryption” mode if you wish to use WEP to encrypt your wireless

network.

A?RLI% ;

Setup Wizard
Network
Wireless
Basic Settings
Encryption
MAC Control

Advanced Settings
WPS

Application & Gaming

Access Restriction
Security
Administration
Status

[Log0u]

Wireless 150 Broadband Route

Encryption

This page allows you to set up the wireless security. Configuring encryption for your wireless router can prevent any
unauthorized access to your wireless network.

o [ E—
oo |
oo |
|
|

Encryption Key 3 : | **********
Encryption Key 4 : | **********

[J Enable 802.1x Authentication

[ ApPLY || CANCEL

Parameters Description

Key Length You can select the WEP key length for encryption, 64-bit or 128-
bit. Larger WEP key length will provide higher level of security,
but the throughput will be lower.

Key Format You may select to select ASCII Characters (alphanumeric

Default Tx Key

Encryption Key 1~4

format) or Hexadecimal Digits (in the “A-F”, “a-f" and “0-9” range)
to be the WEP Key.

You can set up to four sets of WEP key, and you can decide
which key is being used by default here. If you don’t know which
one you should use, select ‘Key 1'.

The WEP key are used to encrypt data transmitted in the
wireless network. Fill the text box by following the rules below.
64-bit WEP: input 10-digit Hex values (in the “A-F”, “a-f” and “0-
9” range) or 5-digit ASCII character as the encryption keys.

128-bit WEP: input 26-digit Hex values (in the “A-F”, “a-f" and “O-
9” range) or 13-digit ASCII characters as the encryption keys.

3.2.2.2 WPA Pre-share Key

Wi-Fi Protected Access (WPA) is an advanced security standard. You can use a pre-shared key
to authenticate wireless stations and encrypt data during communication. It uses TKIP/AES to
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change the encryption key frequently. So the encryption key is not easy to be broken by
hackers. This can improve security very much.

Select “WPA Pre-share Key” for the “Encryption” mode if you wish to use WPA-PSK or WPA2-
PSK to encrypt your wireless network.

[Logou |

ARLI%; Wireless 150 Broadband

Setup Wizard Encryption

TS This page allows you to set up the wireless security. Configuring encryption for your wireless router can prevent any
Wireless unauthorized access to your wireless network.

Tess I (v

Encryption - — - :
MAC Control WPA Unicast Cipher Suite : [@MN=YNg (2! OAz(AES) © WPA2 Mixed
Advanced Settings Pre-shared Key Format : _

WPS Pre-shared Key : | ******** |

Application & Gaming [ appLy | caAncEL

Parameters Description

WPA Unicast Cipher Suite Available options are: WPA (TKIP), WPA2 (AES), and WPA2
Mixed. WPA2 (Mixed) support both WPA-PSK(TKIP/AES) and
WPA2-PSK(TKIP/AES). Please make sure your wireless client
supports the cipher you selected.

Pre-shared Key Format You may select Passphrase (alphanumeric format) or Hex (in the
“A-F”, "a-f” and “0-9” range) to be the Pre-shared Key.

Pre-shared Key The Pre-shared key is used to authenticate and encrypt data
transmitted in the wireless network. You may create your own
key here for wireless clients to connect to your router.

3.2.2.3 WPA RADIUS

IEEE 802.1x is an authentication protocol. Every user must use a valid account to login to this
wireless router before accessing the wireless LAN. The authentication is processed by a
RADIUS server. This mode only authenticates user by IEEE 802.1x, but it does not encryption
the data during communication.

Select “WPA RADIUS” for the “Encryption” mode if you wish to use WPA RADIUS to encrypt
your wireless network.
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A?RLH% ;

Setup Wizard Encryption

Network This page allows you to set up the wireless security. Configuring encryption for your wireless router can prevent any
Wireless unauthorized access to your wireless network.

| nenpion: [N
OWPATKIP) O WPA2(AES) & WPA2 Mixed
[ RADIUS Server 7 Adarss - |

Basic Settings

Encryption

MAC Control
Advanced Settings
WPS

Access Restriction APPLY | CANCEL
Parameters Description
WPA Unicast Cipher Suite Please select a type of WPA cipher suite.

Available options are: WPA (TKIP), WPA2 (AES), and WPA2
Mixed. You can select one of them, but you have to make sure
your wireless client support the cipher you selected.

RADIUS Server IP Address Please input the IP address of your Radius authentication server
here.
RADIUS Server Port Please input the port number of your Radius authentication

server here. Default setting is 1812,

RADIUS Server Password Please input the password of your Radius authentication server
here.

3.2.3 MAC Control

This function will help you to prevent unauthorized users from connecting to your wireless
router. Only those wireless devices with the MAC addresses you specified here are allowed to
access your wireless router. You can use this function with other security measures described in
previous section together to enhance the safety of your wireless network.

Up to 20 MAC addresses can be added by using this function.
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[ Log Out |
AIRLI% ,: Wireless 150 Broadband Route

Setup Wizard MAC Control

— For security reason, the Wireless Router features MAC Address Filtering that only allows authorized MAC
Wireless Addresses associating to the Wireless Router.

Basic Settings

Encryption
® MAC Address Filtering Table

It allows 20 entries only.

ced Settings

Application & Gaming

Delete Delete All
Access Restriction

Security
[J Enable MAC Control

Administration
e TR

Status

[ apPLy |[  cAncEL |

Parameters

Description

Enable MAC Control

MAC Address

Comment

Add

Clear

Delete

Delete All

Check/Uncheck to enable/disable wireless MAC control.

Input the MAC address of your wireless devices here,
format “XX: XX XX XX XXXX'.

You can input any text here as the comment of this MAC
address, like ‘ROOM 2A Computer’ or anything.

Click “Add” button to add the MAC address and
associated comment to the MAC address filtering table.

Click “Clear” to remove the value you inputted in MAC
address and comment field.

If you want to delete a specific MAC address entry,
check the ‘select’ box of the MAC address you want to
delete, then click ‘Delete’ button. (You can select more
than one MAC addresses).

If you want to delete all MAC addresses listed here,
please click ‘Delete All' button.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:
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Wireless 150 Broadband Router
ARS70W

Setup Wizard Save settings successfully!
Network
WAN (Internet)

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE | [ APPLY |

DDNS
Wireless

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.2.4 Advanced Settings

You can set advanced wireless LAN parameters of this router. The parameters include
Authentication Type, Fragment Threshold, RTS Threshold, Beacon Interval, Preamble Type, etc.
It is suggested not to change these parameters unless you know what effect the changes will
have on this router.

[ Log Out |
AIRLI% 1 Wireless 150 Broadband Router

ARS570W

Setup Wizard Advanced Settings
Network

Wireless

Set the time zone of the Wireless Router. This infarmation is used for log entries and firewall settings.

oo Tsno: TR
IS =0 oz
BTN © couom
 twperos [
ey

o ENGEIRNTTEN ) Auto 20/40 MHZ O 20 MHZ
HEELERETT () Short Preamble O Long Preamble
Broadcast Essid : OIS SRR@ I

Basic Settings
Encryption
MAC (o]

WPS
Application & Gaming

Access Restriction
Security
Administration
Status

MERLTVE O Auto O Always & None

Tx Power:

VI O Enable ) Disable

[ appLy | cancEL
Parameters Description
Fragment Threshold “Fragment Threshold” specifies the maximum size of packet
during the fragmentation of data to be transmitted. The default
value is 2346.
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RTS Threshold

Beacon Interval

DTIM Period

Data Rate

N Data Rate

Channel Width

Preamble Type

Broadcast ESSID

CTS Protect

Tx Power

WMM

When the packet size is smaller than the RTS threshold, the
wireless router will not use the RTS/CTS mechanism to send this
packet.

The interval of time that this wireless router broadcast a beacon.
Beacon is used to synchronize the wireless network.

Set the DTIM period of wireless radio. Do not modify default
value if you don’t know what it is, default value is 3.

Set the wireless data transfer rate to a certain value. Since most
of wireless devices will negotiate with each other and pick a
proper data transfer rate automatically, it's not necessary to
change this value unless you know what will happen after
modification.

Same as above, but only for 802.11n clients.

Set channel width of wireless radio. Do not modify default value
if you don’t know what it is, default setting is ‘Auto 20/40 MHz'.

The “Long Preamble” can provide better wireless LAN
compatibility while the “Short Preamble” can provide better
wireless LAN performance.

Decide if the wireless router will broadcast its own ESSID or not.
You can hide the ESSID of your wireless router by selecting
“Disable”

It is recommended to enable the protection mechanism. This
mechanism can decrease the rate of data collision between
802.11b and 802.11g/802.11n wireless stations. When the
protection mode is enabled, the throughput of the AP will be a
little lower due to many of frame traffic should be transmitted.

You can set the output power of wireless radio. Unless you are
using this wireless router in a really big space, you may not have
to set output power to 100%. This will enhance security
(malicious / unknown users in distance will not be able to reach
your wireless router).

The short of Wi-Fi MultiMedia, it will enhance the data transfer
performance of multimedia contents when they are being
transferred over wireless network. The default value is “Disable”.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:
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Wireless 150 Broadband Router
ARS70W

Setup Wizard Save settings successfully!

Network
WAN (Internet)

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE | [ APPLY |

DDNS
Wireless

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.2.5WPS

The Airlink101 Wireless 150 Router AR570W has a built-in Easy Setup Button which allows you
to connect your wireless computer with the router easily and safely. Your wireless adapter must
support this feature as well. If not, you will need to set up the wireless security manually and you
can skip this section.

[ Log Out |
AIRLIN‘IS 1 Wireless 150 Broadband Router

ARS70W

s

Setup Wizard PS

NERNOIK This page allows you to change the setting for WPS (Vi-Fi Protected Setup). WPS can help your wireless client
Wireless automatically connect to the Wireless Router.
Basic Settings

.
Encryption

MAC Control ® WPS Information
Advanced Settings

WIS EHTERN Configured
[l G TN i 20652241
airlink101
LIGEL LS TELE TGN VWPA pre-shared key

Application & Gaming

Access Restriction
Security
Administration
Status

Passphrase Key :

® Device Configure

Config Mode :
Configure by Push Button :

Configure by Client PinCode : || |[ statPm |

Please make sure this feature is enabled on the Router (see the screenshot above). In the
instructions below, we are going to use the Airlink101 WLAN Monitor utility comes with the
AWLL6077 Airlink101 Wireless N USB Adapter as an example.

Step 1 Go to the computer with Airlink101 Wireless N USB adapter, AWLL6077 connected.
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Step 2 Push and hold the Easy Setup Button on the Adapter until you see the following window
pops up on the computer monitor.

Wi-Fi Protected Setup - PBC method S

Wi-Fi Protected Setup - PBC method

If there is more then one AP on the PBC mode,there wil be
[Session Overfap].Please using PIN method or wait for a
while push the button again.

Status : Initial WPS ...

Complete : [ ] |

[ Push Button Config (PBC) ]

Step 3 Within the following 2 minutes, push the Easy Setup Button the Router. The WLAN LED
will stay solid green instead of blinking.

Step 4 The Router will now start the handshake with the wireless adapter which will take about
30 seconds. When you see the window similar to the one below, the connection has been
established.
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A AirLink101 Wireless Monitor A [ i - -

About(A)

General | Profile | Available Network | Status | Statistics | Wi-Fi Protect Setup |

Status:
Speed:

Type:
I Encryption:
SSE}:

Associated

Tx:150 Mbps Rx:300
Infrastructure

AES

Airlinl_(

Signal Strength:

' Link Quality:

I s
| U

etwork Address:

MAC Address: 00:E0:4C:01:04:11
IP Address: 192.168.1.102

Subnet Mask: 255.255.255.0
Gateway: 192.168.1.1

ReNew IP

[#] Show Tray Icon
[0 Radio Off

[] Disable Adapter

‘| Ready

NUM

Parameters

Description

Enable WPS

Wi-Fi Protected Setup Information

Config Mode

Check this box to enable WPS function, uncheck it to disable
WPS.

WPS-related system information will be displayed here:

WPS Status: If the wireless security (encryption) function of this
wireless router is properly set, you'll see “Configured” message
here. If wireless security function has not been set, you'll see
“unConfigured”.

Self PIN code: This is the WPS PIN code of this wireless router.
This code is useful when you need to build wireless connection
by WPS with other WPS-enabled wireless devices.

SSID: The SSID of this wireless router will be displayed here.

Authentication Mode: The wireless security authentication mode
of this wireless router will be displayed here. If you don{t enable
security function of the wireless router before WPS is activated,
the router will auto set the security to WPA (AES) and generate a
set of passphrase key for WPS connection.

Passphrase Key: The wireless security key of the router will be
displayed here.

There are “Registrar” and “Enrollee” modes for the WPS
connection. When “Registrar” is enabled, the wireless clients will
follow the router’s wireless settings for WPS connection. When
“Enrollee” mode is enabled, the router will follow the wireless
settings of wireless client for WPS connection.
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Configure by Push Button Click “Start PBC" to start Push-Button style WPS setup
procedure. This wireless router will wait for WPS requests from
wireless clients for 2 minutes. The “WLAN” LED on the wireless
router will be steady on for 2 minutes when this wireless router is
waiting for incoming WPS request.

Configure by Pin Code Please input the PIN code of the wireless client you wish to
connect, and click “Start PIN” button. The “WLAN” LED on the
wireless router will be steady on when this wireless router is
waiting for incoming WPS request.
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3.3 Application & Gaming

3.3.1 Virtual Server (Port Forwarding)

The Virtual Server allows you to re-direct a particular range of service port numbers (from the
Internet/WAN Ports) to a particular LAN IP address. It helps you to host some servers behind
the router NAT firewall.

1 [ Log Out |
L -
'RL"’!"& Wireless 150 Broadband Route
Setup Wizard Virtual Server
Network You can configure the Wireless Router as a Virtual Server so that remote users accessing senvices such as the Web
Wireless or FTP at your local site via Public IP Addresses can be automatically redirected to local severs configured with
Private IP Addresses. In other words, depending on the requested senvice (TCP/UDP) port number, the Wireless

Application & Gaming Router redirects the external senvice request to the appropriate internal server (located at one of your LAN's Pirvate IP

. - Address).

Virtual Server

Special Applications Enable Virtual Server

ALG Settings
QoS l:l l:l | | | |
Access Restriction [ Add | [ Resst |
Security
Administration ® Current Virtual Server Table
status 40, Computer ame! _privat 7| Private Por | Type | PubicPort | _Comment el
1 Mone 192.168.2.50 80 TCP+UDP 80 ]
[ Delete | [ DelesteAl | [ Reset |
[ ApPLy || camceL |
Parameter Description
Enable Virtual Server Enable Virtual Server (Port Forwarding)
Private IP This is the private IP address of the server behind the NAT

firewall. Note: You need to give your LAN PC clients a
fixed/static IP address for Virtual Server to work properly.

Computer Name Pull down the menu and all the computers connected to the
router will be listed here. If you do not see any computer after
you click on the drop-down menu, select the option “Refresh”
and you will be given a list of computers that are connected to
your network. You can easily select the computer name without
checking the IP address of the computer.

Private Port Input the port number of the IP address which provides Internet
service.
Type This is the protocol type to be forwarded. You can choose to

forward “TCP” or “UDP” packets only or select “both” to forward
both “TCP” and “UDP” packets.
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Public Port Input the port number of Internet IP address which will be
redirected to the port number of local IP address defined above.

Comment The description of this setting.
Current Virtual Server Table From the table, you can check each Virtual Server setting.
Delete If you want to delete a setting, check the ‘select’ box of the

setting you want to delete, then click ‘Delete’ button. (You can
select more than one setting).

Delete All If you want to delete all settings listed here, please click ‘Delete
All' button.
Reset You can also click ‘Reset’ button to unselect all.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

AfRLlr% :

Save settings successfully!

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect

coNTINUE | [ APPLY |

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.3.2 Special Applications (Port Triggering)

Some applications require multiple connections, such as Internet gaming, video conferencing,
Internet telephony and others. These applications cannot work with simple Network Address
Translation (NAT) rules. In this page, you can configure the Router to open certain TCP or UDP
ports in order to make these applications work. Note: The range of the router ports is 1 to
65535.
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AfRLug‘ls ;

Setup Wizard

Network

Wireless

Application & Gaming
Virtual Server
Special Applications
DMZ
ALG Settings

QoS
Access Restriction
Security
Administration
Status

Special Applications

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications cannot work when Metwork Address Translation (MAT) is enabled. If you need to run
applications that require multiple connections, specify the port normally associated with an application in the "Trigger
Port" field,select the protocol type as TCP or UDP, then enter the public ports associated with the trigger port to open
them for inbound traffic. Note:The range of the Trigger Port is 1 to 65535,

[J Enable Special Applications

IP Address Computer Name TCP Portto Open | UDP Port to Open m
192.168.2.200 27030-27039 | |1200,27000-27015 | |Counter Strike |

Popular Applications | Counter Strike

® Current Trigger-Port Table

IP Address | TCP Port to Open | UDP Portto Open |  Comment | Select
Delete Delete All

[ apPy | [ cAnCEL |
Parameter Description
Enable Special Applications Check to enable Special Applications, or uncheck to disable.
IP Address This is the private IP of the computer/server behind the NAT

Computer Name

TCP/UDP Port to Open

Comment

Popular Application

Add (in red box)

firewall. Note: You need to give your PC a fixed/static IP
address for Special Applications to work properly.

This is the computer that you need to enable the Special
Application function. Select a PC from here if you do not know
its IP address and click on the << button to add the IP address
to the left blank. If you do not see any computer after you click
on the drop-down menu, select the option “Refresh” and you will
be given a list of computers that are connected to your network.

This is the TCP/UDP ports you want to trigger. Type in a range
of TCP/UDP ports to be triggered. For instance, “5000-5300” or
“9091, 9093-9100", depending on your special application’s
requirement.

The description of this setting.

This list includes many popular applications you may be using.
Select the application you want to use and click on the Add
button next to it; you will see the proper port numbers added to
the “TCP/UDP Port to Open” blank.

Click on Add button in the red box to save the Special
Application rule you set into the Current Trigger-Port Table.
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From the Current Trigger-Port Table, you can select each Special Application setting by checking the
“Select” checkbox.

® Current Trigger-Port Table

0 Comp e s G5 Pt e oo

Mone 192 1682 200 27030-27039 1200,27000-27015  Counter Strike ]
[ Delete ] [ Delete All ] [ Reset ]
| aPPLY | | canceL |
Parameter Description
Delete If you want to delete a setting, check the ‘select’ box of the

setting you want to delete, then click ‘Delete’ button. (You can
select more than one setting).

Delete All If you want to delete all settings listed here, please click ‘Delete
All' button.
Reset You can also click ‘Reset’ button to unselect all.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

Save settings successfully!

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect

CONTINUE | [ APPLY |

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.3.3 DMz

If you have a local client PC that cannot run an Internet application (e.g. Games) properly from
behind the NAT firewall, then you can open the client up to unrestricted two-way Internet access
by defining a DMZ Host. The DMZ function allows you to re-direct all packets going to your
WAN port IP address to a particular IP address in your LAN.
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AfRqula ;

Setup Wizard
Network

Wireless

Application & Gaming

Virtual Server
Special Applications
DMZ

ALG Settings

QoS
Access Restriction
Security
Administration
Status

DMZ

If you have a local client PC that cannot run an Internet application properly from behind the NAT firewall, then you
can open the client up to unrestricted two-way Internet access by defining a Virtual DMZ Host.

Enable DMZ

Client PC IP Address Computer Name

o v
OsacP |

[ Add | [ Resst |

* Current DMZ Table

1 ERICA —

192.168.2.101 O
[ Delete | [ DeleteAl | [ Reset |
[ apPy [ canceL |

Parameter Description
Enable DMZ Check/uncheck to enable/disable DMZ.
Public IP You can select “Dynamic IP” or “Static IP” here. If you select “Dynamic

Client PC IP address

Computer Name

Add

Reset

Current DMZ Table

Delete

Delete All

IP”, you have to select an Internet connection session from drop down
menu; if you select “Static IP”, please input the IP address that you want
to map to a specific private IP address.

Please input the private IP address that the Internet IP address will be
mapped to.

Pull down the menu and all the computers connected to the router will be
listed here. You can easily select the computer name without checking
the IP address of the computer. If you do not see any computer after you
click on the drop-down menu, select the option “Refresh” and you will be
given a list of computers that are connected to your network.

Click “Add” button to add the public IP address and associated private IP
address to the DMZ table.

Click “Reset” to remove the value you inputted in Public IP address and
Client PC IP address field.

From the table, you can check each DMZ setting.

If you want to delete a setting, check the ‘select’ box of the setting you
want to delete, then click ‘Delete’ button. (You can select more than one
setting).

If you want to delete all settings listed here, please click ‘Delete All
button.
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Reset You can also click ‘Reset’ button to unselect all.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

[Logou ]

Wireless 150 Broadband Router
ARSTOW

Setup Wizard Save settings successfully!
Network
WAN (Internet)

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE | [ APPLY |

N
DDNS
Wireless

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.3.4 ALG Settings

Application Layer Gateway (ALG) is a special function of this router. It includes many preset
routing rules for numerous applications which require special support. With these supports,
those applications which required special support will be able to work with NAT architecture.

[Logou]

Wireless 150 Broadband Router
AR570W

Setup Wizard ALG Settings

e Below are applications that need router's special support to make them work under the NAT. You can select
Wireless applications that you are using.
FREIESISRS SRS “
VA UEUSTEE ~ 5 : for A e e—
Ep'::;al Applications Ea — — _
FTP Support for FTP.
QoS H323 Support for H323/netmeeting.
Access Restriction IRC Allows DCC to work though NAT and connection tracking.
Security MMS Support for Microsoft Streaming Media Services protocol.
o : Quake3d  Support for Quake Ill Arena connection tracking and nat.
Administration
stat Talk Allows netfilter to track talk connections.
us
TFTP Support for TFTP.
| Starcrat  Support for Starcraft/Battle net game protocol.
| MSN Support for MSN file tranfer.
[ apPy  |[ cancEL
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There are many applications listed here. Please check the box of the special support for
applications you need.

After you finish with all settings, please click “Apply” button.

If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

Wireless 150 Broadband Router

Setup Wizard Save settings successfully!
Network
WAN (Internet)

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE | [ APPLY |

NAT
DDNS
Wireless

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.3.5 QoS

Quality of service, QoS provides an efficient way for computers on the network to share the
internet bandwidth with a promised quality of internet service. Without QoS, all computers and
devices on the network will compete with each other to get Internet bandwidth, and some
applications which require guaranteed bandwidth (like video streaming and network telephone)
will be affected, therefore an unpleasing result will occur, like the interruption of video / audio
transfer.

With this function, you can limit the maximum bandwidth or give a guaranteed bandwidth for a
specific computer, to avoid said unpleasing result from happening.

[ Log Out |
AIRLIN‘IS 1 Wireless 150 Broadband Router

ARS570W

Setup Wizard QoS
Network . . " . .
QoS (Quality of Service) refers to the capability of a network to provide better service to selected network traffic. The
Wireless primary goal of QoS is to provide priority including dedicated bandwidth, controlled jitter and latency (required by
some realtime and interactive traffic), and improved loss characteristics. Also important is making sure that providing
Application & Gaming priority for one or more flows does not make other flows fail.

Virtual Server
Special Applications [l Enable QoS

o Downlond B | S
ot Utond s | S R

QoS
Access Restriction Current QoS Table

[ ad  JI[ Edt | Delete Delete Al | [ MoveUp | [ Move Down |

Administration
Status

[ apPy  J[ canceL |
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Parameter

Description

Enable QoS

Total Download Bandwidth

Total Upload Bandwidth

Current QoS Table

Add

Edit

Delete

Delete All

Move Up

Move Down

Check this box to enable QoS, and uncheck this box to disable
QosS.

You can set the limit of total download bandwidth in kbits. To
disable download bandwidth limitation, input O here.

You can set the limit of total upload bandwidth in kbits. To
disable upload bandwidth limitation, input O here.

From the table, you can check each QoS rule setting.

Click “Add” button to add a new QoS rule, see section 3.3.5.1
“Add a new QoS rule” below.

If you want to modify the content of a specific rule, please check
its “Select” box, then click “Edit” button. Only one rule should be
selected a time! If you didn’t select a rule before clicking “Edit”
button, you'll be prompted to add a new rule.

If you want to delete a setting, check the ‘select’ box of the
setting you want to delete, then click ‘Delete’ button. (You can
select more than one setting).

If you want to delete all settings listed here, please click ‘Delete
All' button.

You can raise the priority of the QoS rule you selected by
clicking this button.

You can lower the priority of the QoS rule you selected by
clicking this button.

3.3.5.1 Add a new QoS rule

After you click “Add” button on QoS page, the following message will appear:
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[Cogou]

ARLI%: Wireless 150 Broadband

Setup Wizard QoS
Network
Wireless

This page allows users to add/modify the QoS rule’s settings.

| Download [Z' |5[J[] |ths| Guarantee [z'
1921682233 |-|1921682233 |
I |
BT i |
| |

Application & Gaming

Virtual Server
Special Applications
DMZ

ALG Settings

QoS

Access Restriction
Security
Administration [ sae | [ Resst

Status

Parameter Description

Rule Name Please give a name to this QoS rule (up to 15 alphanumerical
characters).

Bandwidth Set the bandwidth limitation of this QoS rule. You have to select the data

direction of this rule (Upload of Download), and the speed of bandwidth

limitation in Kbps, then select the type of QoS: “guarantee” (guaranteed

usable bandwidth for this rule) or “max” (set the maximum bandwidth for
the application allowed by this rule).

Local IP Address Specify the local (source) IP address that will be affected by this rule.
Please input the starting IP address in the left field, and input the end IP
address in the right field to define a range of IP addresses, or just input
the IP address in the left field to define a single IP address.

Local Port Range Please input the range of local (source) port numbers that will be
affected by this rule. If you want to apply this rule on port 80 to 90,
please input 80-90; if you want to apply this rule on a single port, just
input the port number, such as 80.

Remote IP Address Specify the remote (destination) IP address that will be affected by this
rule. Please input the starting IP address in the left field, and input the
end IP address in the right field to define a range of IP addresses, or just
input the IP address in the left field to define a single IP address.

Remote Port Range Please input the range of remote (destination) port number that will be
affected by this rule. If you want to apply this rule on port 80 to 90,
please input 80-90; if you want to apply this rule on a single port, just
input the port number, such as 80. If the remote (destination) IP address
and /or port number is universal, just leave it blank.

Traffic Type Please select the traffic type of this rule, available options are None,
SMTP, HTTP, POP3, and FTP. You can select a specific traffic type for
this rule, if you want to make this rule as a IP address based rule (apply
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the limitation on all traffics from / to the specified IP address / port
number), select “None”.

Protocol Please select the protocol type of this rule, available options are TCP
and UDP. If you dont know what protocol your application uses, please
try “TCP” first, and switch to “UDP” if this rule doesn’t seems to work.

After you finish with all settings, please click “Save” button, you’ll be brought back to previous
menu, and the rule you just set will appear in current QoS table; if you did anything wrong, you'll
get an error message when you click “Save” button, please correct your input by the instructions
given by the error message.

After you finish with all QoS settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

AfRLlr% :

Save settings successfully!

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect

coNTINUE | [ APPLY |

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

60

Download from Www.Somanuals.com. All Manuals Search And Download.



3.4 Access Restrictions

This function allows you to configure some Internet access rules for your local computers based
on the IP address, applications, URL or keywords.

3.4.1 1P & Port Filtering

If you want to restrict users from accessing certain Internet applications/services (e.g. Internet websites,
email, FTP etc.) by their IP addresses, then you can set up the filtering rules here. Entries in this table are
restricted to use certain type of connections from the router. IP filters can be helpful in securing or
restricting your local network.

ARLI%; Wireless 150 Broadband

Setup Wizard IP & Port Filtering

Network IP & Port Filtering allows users to define the traffic type permitted or not permitted in your LAN. You can control which
Wireless PC client uses what senices in which they can have access to these services. If both of IP & Port filtering and MAC
filtering are enabled simultaneously, the MAC filtering table will be checked first and then IP & Port filtering table.
Application & Gaming

[JEnable IP & Port Filtering @ Deny O Allow

Client PC Description | Client PC IP Address |Client Service

IP & Port Filtering

MAC Filtering
URL Filtering Delete Delete All
Security [ apPy | [ canceL |
Administration
Status
Parameters Description
Enable IP & Port Filtering Check/uncheck to enable/disable the IP & Port Filtering.
Deny/Allow Please select “Deny” or “Allow” to decide the behavior of IP

filtering table. If you select deny, all IP addresses listed in
filtering table will be denied from connecting to the network; if
you select allow, only IP addresses listed in filtering table will be
able to connect to the network, and all other network devices will
be rejected.

Add PC Click “Add PC” to add a new IP address to IP filtering table. See
more information below.

Delete If you want to delete a specific setting, check the ‘select’ box of
the setting you want to delete, then click ‘Delete’ button. (You
can select more than one setting).

Delete All If you want to delete all settings listed here, please click ‘Delete
All’ button.

Click Add PC to add a new IP address to IP filtering table, up to 20 IP addresses can be added.
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A{RLIN‘IS ;

Setup Wizard
Network

Wireless

Application & Gaming
Access Restriction

IP & Port Filtering

MAC Filtering

URL Filtering
Security
Administration

Status

(Cog0u]

Wireless 150 Broadband Route

Access Control Add PC

This page allows users to define service limitation of client PC. including IP address and service type.

Gl pesruon | )
o | g |

* Client Service :
Detail Description m

Service Name

WA HTTP, TCP Port 80, 3128, 8000, 8080, 8081 1
E-mail Sending SMTP, TCP Port 25 |
News Forums NNTP, TCP Port 119 1
E-mail Receiving POP3, TCP Port 110 ]
Secure HTTP HTTPS, TCP Part 443 1
File Transfer FTP, TCP Port 21 |
MSN Messenger TCP Port 1863 ]
Telnet Senice TCP Port 23 1
Al AOL Instant Messenger, TCP Port 5190 ]
NetMeeting H.323, TCP Port 389,522, 15031720 1731 1
DNS UDP Port 53 O
SNMP UDP Port 161, 162 1
VPN-PPTP TCP Port 1723 ]
VPN-L2TP UDP Port 1701 1
TCP All TCP Port ]
uopP All UDP Port 1

User Define Service

Parameters Description

Client PC Description Please input any text to describe this IP address, up to 16

alphanumerical characters.
Client PC IP address Please input the starting IP address in the left field, and input the
end IP address in the right field to define a range of IP addresses,
or just input the IP address in the left field to define a single IP
address.
Client Service Please check all services you want to allow or deny this IP
address to use, you can check multiple services.

Protocol If the service you need is not listed above, you can create a new
service on your own. Please select TCP or UDP, if you're not
sure, please select “Both”.

Port Range Please input the port range of new service here. If you want to

specify port 80 to 90, please input “80-90"; if you want to apply
this rule on a single port, just input the port number, such as 80.
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Add When you finish with all settings, please click “Add” to save
settings, you'll be brought back to previous menu, and the rule
you just set will appear in current IP filtering table.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

[ LogOut |
Wireless 150 Broadband Router

ARSTOW

Setup Wizard Save settings successfully!

Network You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

WAN (Internet)
AN CONTINUE | [ APPLY |

NAT
DDNS
Wireless

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.4.2 MAC Filtering

If you want to restrict users from accessing certain Internet applications/services (e.g. Internet
websites, email, FTP etc.) by their MAC addresses, then you can set up the filtering rules here.

[Logou]

Wireless 150 Broadband Router
AR570W

Setup Wizard MAC Filtering

Network MAC Filtering allows users to define the traffic type permitted or not permitted in your LAN. You can control which PC
Wireless client uses what senvices in which they can have access to these senvices. If both of IP & Port filtering and MAC
filtering are enabled simultaneously, the MAC filtering table will be checked first and then IP & Port filtering table.
Application & Gaming

e Enable MAC Filtering O Deny @Auow

e I <9 —select— | _
URL Filtering [ Add ] [ Reset ]

Security
Administration

Current MAC Fllterlng Table

Status

00:21:248:39:23
[ Deete | [ Deleteal | [ Reset ]

[ apPy | [ cawnceL |
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Parameters Description

Enable MAC Filtering Check this box to enable the MAC filtering function. Please
select “Deny” or “Allow” to decide the behavior of MAC filtering
table. If you select Deny, all MAC addresses listed in filtering
table will be denied from connecting to the network; if you select
Allow, only MAC addresses listed in filtering table will be able to
connect to the network, and all other network devices are
rejected.

Client PC MAC Address Input the MAC address of the devices you want to filter in format
XXEXXEXXXXEXXEXX

Computer Name Pull down the menu and all the computers connected to the
router will be listed here. You can easily select the computer
name without checking the IP address of the computer. If you do
not see any computer after you click on the drop-down menu,
select the option “Refresh” and you will be given a list of
computers that are connected to your network

Comment You can input any text here as the comment of this MAC
address, like ‘ROOM 2A Computer’.

Add Click “Add” button to add the MAC address and associated
comment to the MAC address filtering table.

Reset Remove all inputted values.

Current MAC Filtering Table From the table, you can check each MAC Address filter setting.

Delete If you want to delete a specific MAC address entry, check the

‘select’ box of the MAC address you want to delete, then click
‘Delete’ button. (You can select more than one MAC addresses).

Delete All If you want to delete all MAC addresses listed here, please click
‘Delete All’ button.

Reset You can also click ‘Reset’ button to unselect all.

3.4.3 URL/Keyword Filtering

You can block access to certain websites or web contents from local PCs by entering a full URL address
or just keywords about the web contents. This filter can help parents to manage the Internet usage for
their children (i.e. Parental Control).
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Wireless N 3G/

Setup Wizard URL Filtering

Network You can block access to certain Web sites from a particular PC by entering either a full URL address or just a keyword of the Web site.
Wireless
Application & Gaming (| Enable URL Filtering
Access Restriction URL/Keyword : [iI{¥/] ;

Access Control [ Add | [ Reset |

URL Fiflerng
Secupty Current URL Blocking Table
Status | Delete | | Delete All | | Reset

[ apPy |[ canceL |

Parameter Description
Enable URL Filtering Enable/Disable URL Blocking.
URL/Keyword You can enter the full URL address of a website or any

keyword of certain web contents you want to block.
Current URL Blocking Table From the table, you can check each URL filter setting.
Delete If you want to delete a setting, check the ‘select’ box of the

setting you want to delete, then click ‘Delete’ button. (You can
select more than one setting).

Delete All If you want to delete all settings listed here, please click ‘Delete
All’ button.
Reset You can also click ‘Reset’ button to unselect all.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

[ LogOut |
AIRLI%; Wireless 150 Broadband Router
ARS7OW.

Setup Wizard Save settings successfully!
Network
WAN (Internet)

You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

(_conTnue | [ appLy |

NAT
DDNS
Wireless

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).
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3.5 Security
3.5.1 Firewall

Excepting NAT, this router also provides firewall function to block malicious intruders from
accessing your computers on local network. These functions include inbound attack prevention,
and block outbound traffics.

The Wireless 150 Router AR570W has built in SPI Firewall which is a type of firewall that
inspects incoming data packets to make sure they correspond to an outgoing request.
Unsolicited and possibly harmful packets are rejected. It is suggested to keep SPI Firewall
enabled.

When you enable “Discard Ping from WAN?", you router will not respond to a “ping” request or to
its WAN interface.

[Logou]
Wireless 150 Broadband Router

ARS570W

Setup Wizard Firewall

Network The Wireless Router provides extensive firewall protection by restricting connection parameters, thus limiting the risk
Wireless of hacker attack, and defending against a wide array of common attacks. However, for applications that require
unrestricted access to the Internet, you can configure a specific client/server as a Demilitarized Zone (DMZ).

Application & Gaming
Access Restriction SPI Firewall - & Enable O Disable

Discard Ping from WAN - O Enable @ Disable
Firewall

DoS

VPN Pass through

Administration
Status

Please select “Enable” or “Disable to enable or disable SPI Firewall and Discard Ping from WAN
function of this router. Click “Apply” to save the settings you made.

After you finish with all settings, please click “Apply” button.

If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

Wireless 150 Broadband Router

Setup Wizard Save settings successfully!
Network
WAN (Internet)

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE | [ APPLY |

DDNS
Wireless

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).
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3.5.2 DoS (Denial-of-Service)

Denial of Service (DoS) is a common attack measure, by transmitting a great amount of data or
request to your Internet IP address and server, the Internet connection will become very slow,
and server may stop responding because it is not capable to handle too much traffics.

This router has a built-in DoS attack prevention mechanism; when you activate it, the router will
stop the DoS attack for you.

AfnLn%; Wireless 150 Broadb

Setup Wizard DoS
Network
Wireless
Application & Gaming

The Wireless Router's firewall can block common hacker attacks, including DoS and Port Scan.

DoS Module

Ping of Death : [l
Port Scan : [l
Sync Flood : |[H]

Access Restriction

Security

Firewall Advanced Settings

DoS

VPN Pass through APPLY | cAnceL |
Administration

Status

Parameter Description

Ping of Death Set the threshold of when this DoS prevention mechanism will be
activated. Please check the box of Ping of Death, and input the
frequency of threshold (how many packets per second, minute,
or hour), you can also input the “Burst” value, which means when
this number of “Ping of Death” packet is received in very short
time, this DoS prevention mechanism will be activated.

Discard Ping From WAN Check the box to discard this ping request to the WAN IP
address of the router.

Port Scan Many kind of port scan methods are listed here, please check
one or more DoS attack methods you want to prevent.

Sync Flood Like Ping of Death, you can set the threshold of when this DoS
prevention mechanism will be activated.

Advanced Click this button and you can set advanced settings of the

Settings DoS prevention method listed above, please see section 3.5.2.1

‘DoS — Advanced Settings’ below.

3.5.2.1 DoS — Advanced Settings

When you click ‘Advanced Settings’ button in DoS page, the following page will be displayed on
your web browser:
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[Log0u )

Wireless 150 Broadband Router
ARS70W

Setup Wizard DoS

Network The Wireless Router's firewall can block commaon hacker attacks, including DoS, Discard Ping from WAN and Port
Wireless Scan.

Application & Gaming DoS Module

Ping of Death Dad:el(s) pei{ r Second Yi' B].Irsié rst 5
(4 Another Xmas tree
Port Scan Elﬂuﬂsm

Access Restriction
Security

Firewall

DoS

VPN Pass through
Administration
Status

Sync Flood 130 PPacket(s) per Second [v] Burst30 |

[ appy | canceL |

Parameter Description

Ping of Death Set the threshold of when this DoS prevention mechanism will be
activated. Please check the box of Ping of Death, and input the
frequency of threshold (how many packets per second, minute,
or hour), you can also input the ‘Burst’ value, which means when
this number of ‘Ping of Death’ packet is received in very short
time, this DoS prevention mechanism will be activated.

Port Scan Many kind of port scan methods are listed here, please check
one or more DoS attack methods you want to prevent.

Sync Flood Like Ping of Death, you can set the threshold of when this DoS
prevention mechanism will be activated.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

ARLI%; Wireless 150 Broadband Router

ARS70W

Setup Wizard Save settings successfully!
Network

WAN (Internet)
AR CONTINUE | [ APPLY |
NAT

DDNS

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

Wireless
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You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.5.3 VPN Pass through

[Log0u]

Wireless 150 Broadband Router
AR570W

Setup Wizard VPN Pass through

Network

e enablel _ Name | Commem

IPsec Pass Through Support for IPsec passthrough

Application & Gaming L2TP Pass Through Support for L2TP hrougt

Access Restriction PPTP Pass Through Support for PPTP passthrough

Security
Firewall [ APPLY  J[ CANCEL
DoS

Parameter Description

IPsec pass through

PPTP pass through

L2TP pass through

Check this box and the router will enable IPsec packets
pass through the router for VPN connection.

Check this box and the router will enable PPTP packets
pass through the router for VPN connection

Check this box and the router will enable L2TP packets

pass through the router for VPN connection.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

Wireless 150 Broadband Router

Setup Wizard Save settings successfully!
Network

WAN (Internet)
AN CONTINUE | [

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

APFLY |

NAT
DDNS
Wireless

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).
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3.6 Administration
The Administration page allows you to specify a time zone, to change the system password and
to specify a remote management port, to upgrade firmware, to save/reload configuration

settings, to enable system log, to view the statistics information, and to enable/disable UPnP for
the Router.

3.6.1 Time

AfRquls ;

Setup Wizard Time
Network Set the time zone of the Wireless Router. This information is used for log entries and firewall settings.
Wireless
Application & Gaming Year2003 |Month 10 |Day1 |Houf15 |Minuted44 |Second4 |
Access Restriction AL
Enable NTP Update
s L WAL | (GMT-08:00)Pacific Time (US & Canada): Tijuana
Time Setting . S [ Enable
Management Daylight Savings : Time From | January || 1 |To|JanL|ar-_-,- || 1 |
Remote Management
Firmware Upgrade [ apry J[ cance
Parameter Description
Current Time Display the router’s current time. You can manually configure it
or Click on Copy Time from PC.
Enable NTP Update Check to enable time auto-synchronization through Internet.
Time Zone You can select your local time zone here. The router will sync

time according to your time zone selection.
Time Server Address Input the IP address / host name of time server here

Daylight Savings If the country you live uses daylight saving, please check the
Enable box and choose the duration of daylight saving.

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:
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Wireless 150 Broadband Router
ARS70W

Setup Wizard Save settings successfully!
Network
WAN (Internet)

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

CONTINUE | [ APPLY |

DDNS
Wireless

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.6.2 Management

3.6.2.1 Password

You can change the password required to log into the Router’s web configuration utility. The
default user name and password are “admin”. It is suggested to change the administrator’s
default password as soon as you start to use the Router, and store it in a safe place. The
password can consist of 0 to 12 alphanumeric characters, and are case sensitive.

[Log0u ]

Wireless 150 Broadband Router
AR570W

Setup Wizard Password

Network You can change the password required while logging into the wireless router's web-based management system. By
Wireless default, the passwaord is admin. So please assign a password to the Administrator as soon as possible, and stare it in
a safe place. Passwords can contain 0 to 30 alphanumeric characters, and are case sensitive.

[ cumentPasswora: |
[ tewPasswors: |
[ Contim Password: |

Time Setting [

Application & Gaming

Access Restriction

Security
Administration

APPLY | [ CANCEL

Parameters Description

Current Password Enter the current password of the router.

New Password Enter your new password.

Confirmed Password Enter your new password again for verification purposes.

Note: If you forget your password, you'll have to reset the router to the
factory default (user name and password are both ‘admin’) by pushing
and holding the reset button on the back of the router for 10 seconds.
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After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

After you clicked Apply, the following message will be displayed on your web browser:

Wireless 150 Broadband Router
ARSTOW

Setup Wizard Save settings successfully!
Network

WAN (Internet)
AN CONTINUE | [ ApPLY |

You may press COMTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.

NAT
DDNS
Wireless

You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.6.2.2 UPnP

You can select enable or disable UPnP feature here. After you enable the UPnP feature, all
client systems that support UPnP, like Windows Vista, can discover this router automatically.

Remote Management
Firmware Upgrade
Configuration Settings

UPNnP
Log
Statistics UPnP is more than just a simple extension of the Plug and Play peripheral model. It is designed to support
Status zero-configuration, "invisible” networking, and automatic discovery for a breadth of device categories from a wide range

of vendors. With UPnP. a device can dynamically join a network, obtain an IP address, convey its capabilities, and
learn about the presence and capabilities of other devices-all automatically: truly enabling zero configuration
networks. Devices can subsequently communicate with each other directly; thereby further enabling peer to peer
networking.

UPRP Module © @ Enable O Disable

[ appLy | [ cAnceL

3.6.2.3 Reset (Reboot)

Click Apply button under the Reset section if you want to reboot the router.

Reset

In the event that the system stops responding correctly or stops functioning, you can perform a Reboot. Your settings
will not be changed. To perform the reboot,click on the APPLY button below. You will be asked to confirm your
decision.The Reboot will be complete when the LED Power light stops blinking.

APPLY
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3.6.3 Remote Management

You can manage this router remotely by enabling the ‘Remote Management’ function.

AfnLug‘ls ;

Setup Wizard Remote Management
Network The remote management function allows you to designate a host in the Internet to have management/configuration
Wireless access to the Wireless Router from a remote site. Enter the designated host IP Address in the Host IP Address field.
Access Restriction
Security
Administration [ appLy J[ cAmceL ]
Time Setting
Management
Remote Management
Parameters Description
Host Address Input the IP address of the remote host you wish to initiate a

management access. “0.0.0.0” means any remote IP address. If you
specify an IP address here, then the router will only allow remote access
from this specific IP address.

Port You can define the port number this router should expect an incoming
request. If you're providing a web service (default port number is 80), you
should try to use other port number. You can use the default port setting
“8080", or something like “32245” or “1429". (Any integer between 1 and
65534)

Enabled Select the field to start the configuration

After you finish with all settings, please click “Apply” button.
If you want to reset all settings in this page, please click “Cancel” button.

To access your router remotely, you need to enter the router's WAN IP address in a web
browser with specific port number. For example, your router’'s WAN IP address is 67.39.100.32
(you can find the WAN IP address at Status > Internet Connection > IP Address), and the
port number is 8080. You need to go to http://67.39.100.32:8080 t0 access your router.

After you clicked Apply, the following message will be displayed on your web browser:

Wireless N 3G/3.5G Mo

Setup Wizard Save settings successfully!

Network You may press CONTINUE button to continue configuring other settings or press APPLY button to restart the system to make the changes take effect.
WAN (Internet)
3G/3.5G [ _conmmue | [ appLy |

LAN
DNS
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You can click “Continue” to back to previous setup page to continue on other setup procedures,
or click “Apply” to reboot the router so the settings will take effect (Please wait for about 30
seconds while router is rebooting).

3.6.4 Firmware Upgrade

To upgrade the firmware for the Router, you need to download the firmware file and save it to
your local hard disk first. You may need to unzip it if it is a .zip file.

Click NEXT to start the firmware upgrade.

Wireless 150 Broadband Router
AR570W

Setup Wizard Firmware Upgrade

Network This tool allows you to upgrade the Wireless Router's system firmware. Enter the path and name of the upgrade file
Wireless and then click the APPLY button below. You will be prompted to confirm the upgrade.

Application & Gaming The system will automatically reboot the router after you finished the firmware upgrade pracess. If you don't complete

S the firmware upgrade process in the "next” step, you have to reboot the router.
Access Restriction PO P Py

Security

Administration

Time Setting
Management
Remote Management

Click on Browse to select the firmware you just downloaded/unzipped, then click APPLY to
start the upgrade process. (You may have to wait a few minutes for the upgrade to complete).

Wireless 150 Broadband Router
AR570W

Setup Wizard Firmware Upgrade

Network This tool allows you to upgrade the Wireless Router's system firmware. Enter the path and name of the upgrade file
Wireless and then click the APPLY button below. You will be prompted to confirm the upgrade.

Application & Gaming [ Browse_ |

Access Restriction

Security [ apPy [ canceL |

Administration

NOTE: Never interrupt the upgrade process by closing the web browser or physically disconnect your
computer from router. If the firmware you uploaded is corrupt, the firmware upgrade will fail, and you may
contact Airlink101 Technical Support for help.
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3.6.5 Configuration Settings

The Configuration Settings screen allows you to save (Backup) the router’s current
configuration setting. Saving the configuration settings provides an added protection and
convenience should problems occur with the router and you have to reset to factory default.
When you save the configuration settings (Backup) you can re-load the saved settings into the
router through the Restore function. If extreme problems occur you can use the Restore to
Factory Default function, this will set all configurations to its original default settings (e.g. when
you first purchased the router).

1 [Logou ]
L -
'RL"’!"& Wireless 150 Broadband Route
Setup Wizard Configuration Settings
AR Use the "Backup” tool to save the Wireless Router's current configurations to a file named "config_bin”. You can then
Wireless use the "Restore” tool to restore the saved configuration to the Wireless Router. Alternatively, you can use the
"Restore to Factory Default” tool to force the Wireless Router to perform System Reset and restore the original

Application & Gaming factary settings.
Access Restriction :
Security
Administration | | Browse_ || Upload

Management

Remote Management

Fi

Configuration Setting:
Parameters Description
Backup Settings Click Save button to save the router’s current configuration to a file

named “config.bin” on your PC.

Restore Settings Click “Browse” button to locate the file you have saved before and click
"Upload” button to restore the saved configuration to the Broadband
router.

Restore to Factory Default Click Reset button if you want to force the router restore the original
factory settings.
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3.6.6 Log

All important system events and system security are logged. You can use this function to check

the log of your router.

AR570W

Setup Wizard
Network

Wireless

Application & Gaming
Access Restriction
Security
Administration

Time Setting
Management

Remote Management
Firmware Upgrade
Configuration Settings

Statistics
Status

Wireless 150 Broadband Router

System Log

View the system operation information. You can see the system start up time, connection process and etc., here.

Jan 1 00:00:00 (none) syslog.info syslogd started: BusyBox v1.11.1 -~
Cct 1 11:30:22 (none) localé.debug upnpd[1334]: UPnP SDK Successfully Init| _
Cct 1 11:30:22 (none) localé.debug upnpd[1334]: Succesfully set the Web Se 3
Cct 1 11:30:22 (none) localé.debug upnpd[1334]: IGD root device successful
Oct 1 11:30:24 (none) localé.debug upnpd[1334]: Advertisements Sent. List
Oct 1 11:52:40 (none) localé.debug upnpd[1334]: Shutting down on signal 15
Oct 1 11:52:40 (none) localé.debug upnpd[1334]: DeleteAllPortMappings: Upn
Oct 1 11:52:41 (none) daemon.info in.rdiscd[1094]: ———224.0.0.2 rdisc St
Cct 1 11:52:41 (none) daemon.info in.rdiscd[1094]: 0 packets transmitted,
(] 1l |
[ sae | [ cear | [ Refiesh |
Security Log

View any attempts that have been made to illegally gain access to your network.

[2000-01-01 00:00:13]:
[2000-01-01 00:00:19]:
[2009-10-01 11:30:19]:
[2009-10-01 11:30:19]:
[2009-10-01 11:30:19]:
[2009-10-01 11:30:19]:
[2009-10-01 11:37:28]:

start Dynamic IP

[SHTIP]: connect to TimeServer 192.43.244.18 ...
[SHTIP]: connect success!

[SNIP]: set time to 2009-10-01 11:30:1%

[FIREWALL] : WAN IP is 192.168.1.97 setting firewall.
[FIREWALL] : WANZ2 IP is setting firewall...

[SHTP]: connect to TimeSerwver 192.43.244.18 ...
[2009-10-01 11:37:29]: [SNIP]: connect success!

[2009-10-01 11:37:29]: [SNIP]: set time to 2009-10-01 11:37:2%9

(<] 1l |

[ sae | [ cear | [ Refresh |

Parameters Description

Save Save current event log to a text file.
Clear Delete all event logs displayed here.
Refresh Refresh the event log display.
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3.6.7 Statistics

View the statistics of packets sent and received on WAN, LAN and Wireless LAN.

[ LogOu ]
Wireless 150 Broadband Router

ARSTOW

Setup Wizard Statistics
Network

Wireless

This page shows the packet counters for transmission and reception regarding to networks.

Packets Sent 19609
Packets Received 11262949
Packets Sent 56420

Packets Received 41768

Application & Gaming Wireless LAN
Access Restriction
Security

Administration

Ethernet LAN

Packets Sent 81273

Time Setting Ethernet WAN

Management

Remote Management
Firmware Upgrade
Configuration Settings
Log

Packets Received 142482

Click Refresh to display the latest information.
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3.7 Status

The Status section allows you to monitor the current status of your router. You can use the
Status page to monitor: the Internet, LAN connection, Wireless status, and the current firmware

version of the Router.

3.7.1 Internet Connection Status

You can use this function to view the status of

A?RLIN‘IS ;

ARS70W

Setup Wizard Internet Connection
Network

Wireless

current Internet connection.
[Log0u]

Wireless 150 Broadband Router

View the current internet connection status and related information.

Application & Gaming

Access Restriction WAN Status
Security VLAURS TGS Dynamic IP connect
Administration 0GR 192 168.1.98
ST VEEIH 255 255 255 ()
_ DEETEEETCVET 192.168.1.1
Internet Connection "
LAN MAC Address : [V KR
WLAN A ELAN RS 192 168.1.1
L GED AV TR 206.13.28.12

System

3.7.2 LAN Status

You can use this function to view the LAN status of your router, including TCP/IP setting, DHCP
Server status, and MAC address.

[Cogou]

Wireless 150 Broadband Router
AR570W

Setup Wizard
Network
Wireless

LAN Configuration

Application & Gaming IP Address : [REZRT: PRI

ST Y TET L 265 255 255 0
D Enable
MAC Address : V[V i) a5t

Access Restriction
Security
Administration
Status

Internet Connection

HCP Server:

SERVER

WLAN
System

3.7.3 WLAN (Wireless LAN) Status
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You can use this function to show the Wireless LAN status of your router, including ESSID (the
name of your wireless network), Channel number, and Security.

Wireless 150 Broadband Router

ARS70W

Setup Wizard
Network
Wireless

Wireless Configuration

Application & Gaming Access Paint

Access Restriction =L airlink101
Security
Administration
Status

Internet Connection

Channel Number : [lk}

LT WA pre-shared key

SERVER

3.7.4 System Status

You can use this function to know the system information and firmware version (Runtime Code
Version) of this router.

Wireless 150 Broadband Router
AR570W

Setup Wizard System

SR The Wireless Router's status information provides the following information about your Wireless Router:
Wireless Hardware/Firmware version and its current operating status.

Application & Gaming

Access Restriction
Security
Administration

System

I TP TE s 150t R
AN ESS Bday:3h:28m:8s

0910 14505

R

Status
Internet Connection
LAN
WLA|
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Chapter 4 Troubleshooting

If you have trouble connecting to the Internet, try the following steps:

Step 1 Power off the Cable/DSL modem, router, and computer and wait for 5 minutes.
Step 2 Turn on the Cable/DSL modem and wait for the lights on the modem to settle down.
Step 3 Turn on the router and wait for the lights on the router to settle down.

Step 4 Turn on the computer.

Step 5 Log in to the router and you will see the Internet Connection Status.

Step 6 Verify that the Internet IP Address, Subnet Mask, and Default Gateway under WAN
Status section have valid numbers assigned to them (instead of all 0’s).

 Log Out |
AIRLI% 1 Wireless 150 Broadband Route

Setup Wizard Internet Connection
Network

Wireless

View the current internet connection status and related information.

Application & Gaming
Access Restriction WAN Status

Security TR TSR B Dynamic IP connect

[T 192.166.1.97
Subnet Mask : iLRilwiiN]
IEETREETCTEE 192 168.1.1
MAC Address : [0Sk
L ELTEN VR 192.168.1.1
LEGELRE VR 206.13.28.12

Administration
Status
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Technical Support

E-mail: support@airlink101.com

Toll Free: 1-888-746-3238

Website: www.airlink101.com

*Theoretical maximum wireless signal rate derived from IEEE standard 802.11 specifications. Actual data throughput
will vary. Network conditions and environmental factors, including volume of network traffic, building materials and
construction, mix of wireless products used, radio frequency interference (e.g., cordless telephones and microwaves)
as well as network overhead lower actual data throughput rate. Compatibility with 802.11n devices from other
manufacturers is not guaranteed. Specifications are subject to change without notice. Photo of product may not

reflect actual content. All products and trademarks are the property of their respective owners. Copyright© 2010
Airlink101®
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